CONG TY CO PHAN DU'Q'C HAU GIANG

DHG PHARMACEUTICAL JOINT-STOCK COMPANY
DON V| [Dién tén don vi]: PHONG IT

Unit [Fill Unit's name]: IT DEPT.

Sé:
No.: . .
YEU CAU NGUO'l S’ DUNG
USER REQUIREMENTS SPECIFICATION
'THGNG TIN CHUNG e
GENERAL .'NFORMA T!ON
1. Don vidé

xuit dhu tw | Phong CNTT
Investment | IT Dept.
proposal unit

2. Ponvi

chuyén mén | Phong CNTT
Specialized IT Dept.

unit

YEU CAU NGU'OI SU DUNG R
USER REQUIREMENTS SPECIFICATION ‘

3. Dytral:
Preparative
order 1:

3.1 Tén tai san
Name of assets vServer Cloud bundle

3.2 SO lwgng 01

Quantity [Fill the quantity]
3.3 Lydo X Mua méi.
Reason New
0  Mua thay thé.
Replace.
3.4 Yéu cau
ngwdi st dun > .
U?ser- 9o ggggg loai:
requirements
specification
0 CAu hinh:
;;5,1532;2;’\?{%5: vServer Cloud bundle
1.2 Quantity 16 VM (s)
1.3 User Requirements Specification.
| ik Datg Center located in Vietnam's
: territory.
Uptime Tier Il
ISO 27001
DataCenter standards: ISO 9001
ISO 27017
ISO 27018
& vCPU total: 256 vCPU
RAM total: 2,816 GB
Disk total: 19,200 GB
X IOPS per VM: 40,000 - 50,000 IOPS.
Ethernet Interface: 10 Gbps.




X OS: Windows Server 2025 Standard
1.4 vServer resource requirements: | '
‘vServer vCPU RAM Disk
o, Grovp name (Core) (GB) (GB) 10PS
1 App Office 16 64 1,000
App
2 ObjectSpace 16 64 1,000
ERP
3 application 16 64 150
server 1
ERP
4 application 16 64 150
server 2
ERP
5 application 16 64 150
ERP server 3
ERP
6 application 16 64 150 | IOPS per VM:
server 4 40,000 - 50,000 IOPS.
7 App SMS 16 64 150
8 Web App 16 64 150
ERP
9 database 8 64 500
web
ERP
10 database 48 1,024 9,000
server
Database
11 Report ETL 24 1,024 5,300
Report Database
12 Report 8 64 300
OLAP
SSD M2 NVME or
13 Salos API| Server 8 32 200 3500Mb/s.
Database SSD M2 NVME or
L server 16 32 500 | 3500Mbys.
15 App proxy 8 32 200 gsso%mslglVME o
System :
App SSD M2 NVME or
18 ATASensor . 92 300 | 3500Mb/s.
Total: 256 2,816 | 19,200 = ;
2.1 Name of | Network
assets/services:
2.2 Quantity 01 Bundle

2.3 User Requirements Specification.

IP public: 03 - 10 Static IP.
VPC: Must have.
X Bandwidth: Unlimited.

Internet speed:

Domestic: 300 Mbps - 500
Mbps.

International: 10 Mbps - 30
Mbps.

3.1 Name o_f .| Security
assets/services:
3.2 Quantity 01 Bundle




3.3 User Requirements Specification.

Next-Generation Firewall

Fireieal (PaloAlto or Fortinet).
Connections from users to the
K VPN: cloud environment must be via

VPN connection and have 2-
layer MFA authentication.

VPN protocaol:

L2TP/IPSec or IKEV2/IPSec.

X Ransomware Protection:

Must have.

Data transmission encryption:

API Protection: Must have.
DDoS attack prevention: Must have.
Must have.

4.1 Name of
assets/services:

Backup

4.2 Quantity

01 Bundle

4.3 User Requirements Specification.

Veeam Backup & Replication

Encryption:

Solution: or equivalent solution
Scope: 16 VMs
Full backup once a week on
Monday: VM state + All data in
X Schedule VM.
Incremental backup on
weekdays: All data in VM.
X Duration storage: 01 Month.
B Location: Located at another
DataCenter.
All  backup files must be

encrypted.

Other requirements:

DHG can copy backup files to
the On-pre system.

5.1 Name of
assets/services_:

Load Balancer Service

Must have.

6.1 Name of

Ensufing the operation of the old system, until migration

assets/services: | completed.
6.2 Quantity 03 Physical servers and 01 Storage.

6.3 User Requirements Specification.

Physical servers:

03 Physical servers

Serial number; SGH4460DJ6

HP DL580 Gen8 CTO Svr

Serial number;: FK43CP 1857

HP DL580 Gen8 CTO Svr

Serial number: SGH443YJ12

HP DL580 Gen8 CTO Svr

Storage:

01 Storage enterprise-level

Serial number: 4C14457041

HPE 3PAR StoreServ 7200 2-
N Storage Base

7.1 Name of
assets/services:

Deployment Services

01 servicé pac.kage to deploy,
systems mirgate, and
technology transfer from On-

premises to On-cloud.




Operational support, 01 package of operational

2'515322;&285_ monitoring and support, monitoring and
" | troubleshooting services. troubleshooting assistance.
.Other. nécessary ‘s‘erv.i.ces .t.o
2;33[:?51:r\?ifce3' Other Services operate a stable VM system in /
' a cloud environment. ( %
Ghi ch/ Note: y -

— Nha cung cp vui ldng bao gia d‘ay du theo dung cau hinh resource tai Muc 1.1 “vServer Cloud
bundle” ma DHG Pharma dé nghi, dé dat diém danh gia tdi da.

Suppliers please quote fully according to the resource configuration in Section 1.1 "vServer
Cloud bundle" that DHG Pharma propose to achieve maximum evaluation score.

— Muc 9.1 “Other Services”, nha cung cap vui Iong chao nhirng dich vu 1a thé manh cta minh,
muc tidu gitp hé théng ctia DHG Pharma hoat dong 6n dinh trén moi trerng dam may, xét thay hiéu
qua sé dugc diém cong.

Section 9.1 'Other Services', the supplier is kindly requested to propose services in which they
have proven strengths, with the objectfve of supporting DHG Pharma’s system to operate stably in
the cloud environment. Effective proposals will be awarded additional points.
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